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OV E R V IE W

NyarL  it's Nyarlathotep, a mitological chaotic deity of  the  writer HP. Lovecraft's
cosmogony. It's represent Crawling Chaos and FS-NyarL it's The Crawling Chaos of Cyber
Security :-) A network takeover & forensic analysis tool - useful to advanced PenTest
tasks & for fun and profit - but use it at your own risk!

• Interactive Console 
• Real Time Passwords Found  
• Real Time Hosts Enumeration 
• Tuned Injections & Client Side Attacks 
• ARP Poisoning & SSL Hijacking  
• Automated HTTP Report Generator 

AT T AC K S  I MP L E M E N TE D

• MITM (Arp Poisoning) 
• Sniffing (With & Without Arp Poisoning) 
• SSL Hijacking 
• HTTP Session Hijaking (Take & Use Session Cookies) 
• Client Browser Takeover (with Filter Injection in data stream) 
• Browser AutoPwn (with Filter Injection in data steam) 
• Evil Java Applet (with Filter Injection in data stream) 
• DNS Spoofing
• Port Scanning  

PO S T  A T TA C K S  D AT A  OB T AI NE D

• Passwords extracted from data stream 
• Pcap file with whole data stream for deep analysis 
• Session flows extracted from data stream (Xplico & Chaosreader) 
• Files extracted from data stream 
• Hosts enumeration (IP,MAC,OS) 
• URLs extracted from data stream 
• Cookies extracted from data stream 
• Images extracted from data stream 
• List of HTTP files downloaded extracted from URLs

D E P E N D E N CI E S  ( a ka  US E D  T O O L S)
  

• Chaosreader (already in bin folder) 
• Xplico 
• Ettercap 
• Arpspoof 
• Arp-scan 
• Mitmproxy 
• Nmap 
• Tcpdump 
• Beef  

• SET
• Metasploit 
• Dsniff 
• Macchanger 
• Hamster 
• Ferret 
• P0f 
• Foremost 
• SSLStrip
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SE T UP

See conf/nyarl.conf CONFIGURATION FILE. 

RU N

./FS-NyarL

C O M MA ND S    ST AT U S&
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MI T M  A T TA C K    D E E P  A NA LY SI S&
sudo ./FS-NyarL -m 1 -g 192.168.1.1 -h ANY -v
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PA SS W OR D  S NI FF IN G :

CL IE N T  S I D E  AT T AC K :  EV IL  JA VA  A PP L E T

CL IE N T  S I D E  AT T AC K :  BR OW S E R  A UT O PW N
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CL IE N T  S I D E  AT T AC K :  BR OW S E R  E X P L O I T  F RA M E W O RK

DN S  SP O O FI N G  AT TA C K
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E N D  OF  TH E  GA ME S    RE PO RT  :- )&

E O F

Nyarlatothep picture by Tillinghast23 
(tillinghast23.deviantart.com)
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